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PROCLAMATION No.1072/2018

A PROCLAMATION TO PROVIDE FOR
ELECTRONIC SIGNATURE

WHEREAS, it has become necessary to create
conducive legal framework to promote -electronic
commerce and electronic government service in the

country;

WHEREAS, it has become necessary to provide legal
recognition to the exchange of electronic messages and
determine the rights and obligations of participating

parties;

WHEREAS, it has become crucial to provide legal
recognition to electronic signature that promote trust in
electronic communication and enable to verify the
identity of participating parties, authentication of

messages and ensure non-repudiation;

NOW, THEREFORE, in accordance with Article 51
(3) and 55 (2) (c) of the Constitution of the Federal
Democratic Republic of Ethiopia, it is hereby proclaimed

as follows:

1261 oM 7 v, TS
Negarit G. P.O.Box 80001
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Q) P4.6-%0F VYT avAP T PULPNTAL

) 16T ao-a. RPPC AC NF QA
OM P RAT P1TE.mEE AT
av) A0 hae- PhADTELR avdoh T DC

PrPTT LCTo- N4 N13A 1L.CTMo- ARG

&LCT VLN ”hADTCLA avdRR T AL

o N XA B Lo N N AP avAPT
PULeNTAZL

& “hADTCLR aAdn T TINT MhARTCLh

AT YT P9avy e T POANT POLLCH 0 LI

This Proclamation may be cited as the "Electronic
Signature Proclamation No.1072/2018".
2. Definition
In this Proclamation:
1/ “asymmetric cryptosystem” means a system
capable of providing reliable digital signature and

encryption service;

2/ “certificate” means an electronic data which links
public key to the person named in the certificate
and confirms the real identity of that person, and
contains the information listed under Article 33 of

this Proclamation;

3/“certificate provider” means a legal person duly
authorized or recognized to issue certificate and
related service stipulated under Article 22 of this

Proclamation;

4/ “digital signature” means an electronic signature
that uses asymmetric cryptosystem and meets the
following requirements:

a) it is uniquely linked to the signatory;

b)it is capable of identifying the signatory;

c) it is created using a private key that the

signatory has sole control; and

d) it is linked to the electronic message to

which it relates in such a manner that any

subsequent change of the electronic message

or the signature is detectable;

5/“electronic message” means an information

generated, sent, received or stored by electronic

https://ethiodata.et/



&

0B ,< o
nAETE oLl 106 DM krC ARG okt B 7 EAT 990

Federal Negarit Gazette No. 25, 16" February 2018 .......page 10186

PN avlE

I “hADTCLR  4CT" TN haARTCLR
@A NT IC (FPLH 6.6 AGPAP TS
NavArhE: C-Hl-To. avlds (14.6T o PARD
0l TPALYT TT aPrT AlavAhT
PPI° AL PoA NhANTCLR avARRT
AL P HAmé. wL9° havArhl: IC 9°N703P
W7 AnA7 e84 NhbRTCLh avdh fa
av/l % et

i “Pamé"  at agale-  HPAL a@-opr
PhATCLR @A TI° Ao 0L9°
DT A8 LN PUNLL LR 1K

TP RAR" TM0T (AONL T neTH OCY T
oA “20meP RAFT AT iy PUL50N
L4P RAFT (A7 T P9 eavan T -1

i 0o M0t CHLPC 0L (w7 Aol
av-()-; e ama- AhA o1

I “PameP AR TIaT 8EIA LCT
aremC PULENNMN RAG o2

15/ " 24P A" TT  0°20m6P  RAG
Phé.mét LEIAN &LCT ThAhaS T
ATVINP POLLINNA RAG 10T

Tg/ “ao-1-mavF 101" "IN (NACTSh: AL
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AL (0dlar avls L9 SN 4LC7T
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RIPRT AL PFavalvl T} 2 ANIS 0T

means;

6/“electronic  signature” means information in
electronic form, affixed to or logically associated
with, an electronic message, which may be used to
identify the signatory in relation to the electronic
message and to indicate the signatory’s approval of

the information contained in the electronic message;

7/“encryption” means a process of transforming
electronic message into a form that cannot be read
by a person or machine other than the intended
recipient;

8/“key pair”

means a private key and its

corresponding public key in an asymmetric

cryptosystem

9/“person” means a physical or legal person;

10/“private key” means the key used to create a digital

signature

11/“public key” means the key used to verify a digital
signature created using a private key;

12/ “recommended reliance limit” means the

monetary amount recommended for reliance on a

certificate;

13/ “relying party” means a person who acts relying
on the information contained in a certificate or in

the authenticity of digital signature;

14/ “repository” means a system for disclosing,

storing and retrieving certificates or other

information relating to certificates;

15/ “root certificate authority” means a body legally

authorized to perform the power and duties stated

https://ethiodata.et/
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10

under Article 10 of this Proclamation;

16/ “signatory” means a person who holds private key
and signs either on his own behalf or on behalf of
the person he represents;

17/ “subscriber” means a person who is the subject

named in a certificate, accepts the authenticity of

the content the certificate and owns a private key

which corresponds to a public key listed in that

certificate;

18/ “time stamp service” means a digitally signed
notation appended to electronic message, digital
signature or certificate indicating the correct date

and time of an action;

19/“valid certificate” means a certificate which has
been issued by a licensed or recognized certificate
provider, accepted by the subscriber, not revoked,

not suspended or not expired;

20/ “algorithm” means a process or set of rules to be

followed in calculations or problem-solving

operations, especially by a computer.
21/ any expression in the masculine gender includes
the feminine.

3. Scope of Application

Unless otherwise provided by other law relating to

electronic message, this Proclamation shall be

applicable to any electronic message exchange.

4. Freedom of Contracting Parties

1/Unless otherwise expressly prohibited by law,
persons may agree to use or not to use electronic
signatures.

2/ Without prejudices to sub article 1 of this article,
whenever the use of electronic signature is
mandatory, the applicable system shall consider

the situations of disabled persons.

https://ethiodata.et/
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AARANTCLh 4C™G PN TCLh aoddhT ELECTRONIC SIGNATURE AND
ELECTRONIC MESSAGE
&.0h C1h avd\d g Aa-PS OdavOm 5. Legal Recognition of Electronic Message
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WPy P87 Al hhaAnt etafda-
e ATLTNA LPmé-Ax
Z. 0k c Aao-PS OQaen
3/ IF09° ChARTCLR 4LCT MhARTCLR
i o ANF mIPrET 0L9°
T497L T 0L9° T 0-9° PeCLe 1T
POLT L FPALYT A PAND-IOx

€/ P4LCT av4.CTF PULmeP wlI° PLCTMT

AQPTC PGl ol PULRTIN v

OLI° PAOLC AL ATC AS ChOTCLh

&LCT PP AL PPA ATRVPY AANTCLR

&CM @ (1ch P HPavm@-7 a0 4.CT A759A

PrlPmlo-:-

V)P Témléar @L9° PTAlchar PhANTELI
40 aoph o AT LA N1
o L9

Q) -HAJ-4 19T avhhA V7 RaavAht
L4 AL @89°

) R7L114% U CUTRTET QLT avmy
AS ALTTT CTPPHT T Cavppt
API°T Pavphril: SHT ANLALTT AT
avOA RS T o0t 077010 T
ATVl AL T LUPTAE

1/ No electronic message shall be denied legal effect,
validity or admissibility in any legal proceeding,

solely on the ground that it is in electronic form.

2/ Where any law requires that information shall be
in writing, such requirement shall be deemed to
have Dbeen satisfied if such information is

rendered or made available in an electronic

form and accessible so as to be usable for

subsequent reference.

6. Legal Recognition of Electronic Signatures

1/ No electronic signature shall be denied legal effect,
validity or admissibility as evidence in any legal
proceeding, solely on the ground that it is in

electronic form.

2/Where any law or customary practice requires a
signature of a person or provides consequences for
the absence of a signature, that requirement is
deemed to be satisfied where, reliable electronic

signature is used in the light of all the

circumstances:

a) that is appropriate for the purpose for which

the data message was generated or

communicated;
b) entered between parties

an agreement

regarding electronic signature; or

¢) considering other conditions such as the
nature, extent, and type of the transaction,
capability of identifying contracting parties,

and the essence of the electronic message.

https://ethiodata.et/
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7. Legal Presumption
245 TINCK AhATOEA0A L4 AT In any civil proceedings involving electronic message
PRARTCLR 40T £LL0T  PhARTCLR signed with a reliable electronic signature, it shall be
a@aoht TP PEThdC L LT presumed, unless the contrary is proved, that:
N7INLE T hddN:-
8/ PhOARTCLR &CMar PAANE &.CT RIRUTE 1/ the electronic signature is the signature of the
subscriber;
€/ 4.6  APOP PhARANTCLh  aAdN? 2/ the electronic signature was affixed by that person
ATVEDNP RILELADDIRG with the intention of approving the electronic
message; and
i/ &CMo-  0LA0T L ATOE ARARTCELR 3/ the electronic message and the signature has not
@A AG LCTID AISATPPLT been altered since the specific point in time to
La0 S An which the electronic signature was affixed.
208834 LC™Y 8. Digital Signature

8/ Y APE Rrbx % 100 ATPR (8) AL
LM AILtmld PTI 105 ACT&hT
P24, L80A &CM A0
PhANTCLR 4G N0 L1av A

€/ Y AIPx 700 ArPR (8) ¢tavahte?
aONL.C PULeNA LB DA LCTT (1Y APE
AIPR L ALt AR WARTCLR
&CT PHOAM@-? Ph? V9T 1T A

heA 00t
N0t ACEThT AA22ANT AT
4.2 hamp
B.00% T ACH&ht 9022007

PAICCOLNT avldAl VT AWETION, N1TIRRT e

APE (ama 20MN7 avwlA A ACT&hT

QA2 ANT (1avP) LA

I.20M7% AT 4+20C

S ACTLDT Aa2AMT QLY APE  av(drt

AT ANCT ACT DALY AR ald

vro- LA 2ANES AN GT LTI AE

a8/ PACH&LOT A rT? 4PEL ParmT AS
PACTANT A, 2T7 ANGCT CAIANNT
ANNT 2Chl PadpmCE

1/ Without prejudice to the provision of sub-article (2)
of Article 6, a digital signature supported by valid

certificate deemed to be reliable electronic

signature.

2/ A digital signature that satisfies sub-article (1) of
this Article shall enjoy the legal presumption
stipulated for reliable electronic signature under
Article 7 of this Proclamation.

PART THREE
ROOT CERTIFICATE AUTHORITY AND
LICENSING

9. Root Certificate Authority

The Information Network Security Agency shall act as
the Root Certificate Authority pursuant to the mandate

given to it in its establishment Proclamation.

10.Power and Duties

Without prejudice to the powers and functions
provided for under this Proclamation, Root Certificate
Authority shall have the following powers and duties:

1/ issue license to certificate providers and monitor

their activities and operations;

https://ethiodata.et/
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P47 (Y APES MAPE aOlt (Nom
LTS avavl e P av( ot PhPar e
PLav Pp PG aNL.CAT PTA @)
NI R4 4.2 L LAMA =

&/ ST ACTLLT AANATT ANCTEDT Qa1 T

Pe.F L MavaAnF PeE OPLN N @ Proe-
+GT 0O 007 A0S AAPADE
QAP AdT=

S ACTEL T AANADT 4.PL AhahA
428 PMLAPNTT °NEe T AhavANE
N20-& 0P Ad0T=

Z/ ¢ ACT4&hT AANAMNT ANCTéD T Oan i T

P97 (¢ a0 4.CAT

LoNG A

HCNC (lavav ¢

3/issue working procedures and

2/ensure the trustworthiness and the overall security of

the crypto system;
standards that

certificate providers shall follow.

11.Requirement of License

1/ No person shall operate as a certificate provider

unless that person holds a valid license issued by

Root Certificate Authority.

2/ Any person who wants to engage as certificate

provider may lodge application to the Root
Certificate Authority for the issuance of license by
filling the form prescribed by the Root Certificate
Authority.

3/ The applicant, while lodging application pursuant

to sub-article (2) of this Article, shall accompany
his application with the necessary documents
prescribed in this Proclamation and the regulations
and directives issued in accordance with the
Provisions of this Proclamation and shall pay a

prescribed license fee.

4/ Where the Root Certificate Authority is satisfied

that the application submitted to obtain license is
reliable, adequate and duly made in accordance
with this Proclamation, and meets the requirements
and procedures prescribed in regulations and
in accordance with this

directives enacted

Proclamation, it shall grant the license.

5/ The Root Certificate Authority shall provide its

decision within 30 working days after receiving an
application for license and notify to the applicant

in writing.

6/ Where the Root Certificate Authority denies a

license, it shall notify the applicant in writing of its

reasons for denial.

7/ The Root Certificate Authority shall issue a

directive that set eligibility requirements for

certification authorities.
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12.Conditions for Denying License

1/Notwithstanding the provision of sub-article (7) of
Article 11 of this Proclamation, any application
shall be rejected, without going into detail

screening, if the applicant:

a) is a private individual;

b) is a body corporate not established in Ethiopia;

c)has been convicted of an offence and not

reinstated after completion of the punishment.

2 Without prejudice to sub-article (1) of this Article,
the Root Certificate Authority may prescribe
additional qualification requirements to deny a

license.

13.Validity Period and Renewal of License

1/ The validity period of certification license shall be

five years.

2/No certificate provider shall provide any service on
expired license.

3/ Any licensed certificate provider shall submit an
application to the Root Certificate Authority by
filling the form prescribed for the renewal of
license 60 consecutive working days before the

date of expiry of the license.

4/ Any certificate provider that submits an application
for renewal of license in accordance with sub-
article (3) of this Article shall provide such
necessary documents as may be required and pay
prescribed fee upon approval of the application.

5/ Notwithstanding sub-article (2) of this Article, a
certificate provider whose license has expired may
be entitled to carry on its business as if its license
had not expired upon proof being submitted to the

Root Certificate Authority that the certificate

provider has applied for a renewal of the license

https://ethiodata.et/
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— ending for determination.
18.0C+&h 7 0018 pending
14.Suspension of Certificate Work

“T ACTEWT AadADT 0“Lhtat 0 e4T The Root Certificate Authority may suspend the

PACT&0T 677 (lova. @ £9° (hd.AD % oéT certificate work fully or partially for a time not

AANAM LW A LL &TAA:- exceeding 6 months in the following conditions:

5/ MY APE Wb IE 300 Kobo (3) AL 1/ to examine the occurrence of any of the grounds,
P-ravahr: AT faeAdN @Az ALODTA which are stated under sub article (1) of Article 15
POLTA  FSPT avhaT AdaerhOITFe- of this proclamation that result cancelation of
MO AL LN 0 LI certificate provider licenses; or

g/ &nrel:  PACTEh T Aan?  ACTSh 17 2/when the Root Certificate Authority considers that
AT O ALPT APC TIC UF RV the grounds are not suffice to revoke the certificate
2EAETT rodt M 00P  T99° provider license but defects are required to be
ACOLAD corrected within a specified time.

F/ % ACT4&OLT AANANT PACT W 76 3/Root certificate Authority shall notify in writing the
g0 °n7 e A% (1Tod? L1 o0 grounds for suspension of certificate work and
FEAFE?  ATOFhhA  AGCTHLLT  Oeho- measures that Certification Authority has to take to
A.0NL QAL 100 ACI°E MR V-G LAd-PAx: correct the defects within the time specified.

1£.£4.2L7 00avO4n 15. Revocation of a License

8/ P4 ACTLL T AA0AMT  helhtact
N7eRT MATS CACTLNT Gan s T 4.3
ANCH LTAN:-

V) ACH40T Ao PHY APE &3I9S
APE. av(\(-T L0
avavy, ¢ 27 hAnd.L

A) 428 etamar WATE  avlE
TavCA av P’ d. 2 ImE

) ACTELLT Ao 695 hrFamOT AAT?
@ L9° U3 (966 10477 WY &E

fom-

a0

) ACT4L0T Qs Q7L e AL
AT ATRPIT 7L 4.5 DrOdNE
w) 8. PG 07 LS LOT L W0PG FI 8.

haJLaz
4) ACT40T deho hé.la @L9° hhOdLE

0) ACT4hT Qs WACTELDT A6k 7T

e IC LN 3Vl (177.LAm

1/The Root Certificate Authority may revoke the
license of a certificate provider in any of the

following grounds if :
a) the certificate provider breaches the provisions
of this and

Proclamation or regulations

directives issued under this proclamation;

b) it is proved that the license has been given
based on falsified information;

c) the certificate provider performs its duty
contrary to the objective or condition of the
license;

d) the certificate provider is engaged in business
activity and the business license revoked;

e) the license is expired and is not renewed;

f)

the certificate provider is wind up or bankrupt;

g) the certificate provider is convicted by court of

law for involving in criminal activity linked to

https://ethiodata.et/



TOBEI

10193

% bl 106 DU RpC REG Okt B 47 €00 9.9°  Federal Negarit Gazette No. 25, 16"  February 2018 ......page
O7EA TN AL A4 PT NGCEL certification that erodes the trust ;
0+ @-A4% bHamT 0 L9°
i) ACT&NT e 4P€ Dlame- AT h) the certificate provider has failed to begin
RO MPOT 06T @0 e AT avls operation within three months from the date it
receives a license.
€/ PHY RTPAR 100 RIPR (8) £ 0.5 CP; 2/Notwithstanding sub-article (1) of this Article, the
o ACTL0T QA0AMNT &P L havACH Root Certificate Authority, as appropriate, may
04T A7LANEALTE: ACT4LT AchoF NTE request certificate provider to provide its opinion
Thdde  Pmde PG o0 dANdHo- in writing regarding the revocation within 15
AOEPOET  NRVE  AILEPCN  AmLP consecutive working days prior to the revocation
e ans of the license.
F/ ACT&hT Aeno (LY A7PR 7040 ATPR 3/If the certificate provider fails to submit its opinion
(&) 011a0a- L 180 @0F AP within the time limit specified under sub-article (2)
NAV6 hadin oL9® edi0a Ade0T of this Article or if the opinion submitted is
@-F NFLLNT ¢ ACTLRLT QAs~AM3 dismissed, the Root Certificate Authority shall
&P87  ACH AVE  ANCTELT O, revoke the license and notify the same in writing to
eam-Paz the certificate provider.
T, nAawasAd 16. Return of License

Y APE KPR 1& aowldF 4.5 CTALNT
ACT&0T e, @89 MRTPR TE 700 Ri1P&
(&) avw it i@ COLEBIN1F 77 Lavarl
ACT&0T e, 0 T FJ3-8 eée 5T 00T
P87 AT ACTLhT AANAMNT  avavn
ATz

17.04.2& avdl 0P PACTENT 0F1& o-mt

8/ &F8 CFALHNT “TIF09° ACTHLOLT O,
PACT&NLT AT P4PS Addoe RUG
AIRRLND PAP L AT AIANET TIBP°
ATz

&/ Mo PACTEhE 22T PIR0T
ACT&0 1T G, A18%0- Aahya 240 NA150-
o0 P-FhahdAe? T35 09° G avd.o9°

ALTAIx

P/ LY ATPAR 00 ATPA (B) LRI
.9 Co: T ACT4hT AA»AN7
ACT&LT Qe 2627 A" ITaPAA

AT TA ot PACTLLT e

A certificate provider whose license has been
revoked in accordance with Article 15 or who
submitted notice to terminate his operation within
specific period of time pursuant to sub-article (5) of
Article 18 of this Proclamation shall return the
license for Root Certificate Authority within 10
consecutive working days.

17.Effect of License Revocation or Certificate

Suspension

1/Any certificate provider whose license has been

revoked shall cease its operation while it has

received the license revocation letter.

2/No certificate provider shall be allowed to
perform any of suspended certification works

until the suspension is lifted.

3/Notwithstanding sub-article (1) of this Article, the
Root Certificate Authority may authorize the

certificate provider in writing to carry on certain

certification works for the purpose of winding up
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&

TOLART0 - -
oLl 106 DM krC ARG okt B 7 EAT 990

10194

Federal Negarit Gazette No. 25, 16" February 2018 .......page

AT’ NAVE ALPLAT LTAAL LN

o0 (lavav ¢ e mAG A

MY AFPR 700 RIPR (8) eTLiIMae-

A7 Tald T PACTLLT Ao 4T

Nl L9 a8 ACTSh-E havadlk

0l havg1%. 041 eHame ACTEh 1T

AIPTT A LAMI:

&/ T ACT&LLT AA0ANT LY APE ATPR

1& aoowlF 4.2 AACH
0 L9 PACTLOhT A, 2742F AL
CAIAIT  ACTLAMTS e avnT
POhavs1F PAOGC  CYT
LoOT A=

Z.ACT&hT Aeh 1T R1ACTF AATI$T°

8/ TIE09° ACT&LMT A, RIANCET T1$9°
P40 AR A% ACT&LTT AANANT AG
AFIAIE h & (AAQ) Fh e 20l P51
£470 11 PLav I odf aamTt AalT:
€/ Y  KiPx 100 AP (B)

RIADET ATIR9° POLEAD ACT&LOT (e,
PAIAIET ACT&LNATS 20 a0
OLAA ACTLOLT Aan, “INANG AANTE
CIAIET  ACTALTS PO a0
®LAA ACTLOLT e, TI0HAAGE P71LTFANT
UeJ A é.mC ACT&LOLT A NASGNY AT
ACH40 T AA0ANT N2 0-F TA0P AdNT=

o/

(lavavg ¢

aow /.-

P4t ACTHLOT AA2AN AHY AFPA 7040
ArPR (8) oowld hAcCTéah T deno-
C7°Cl PRLOM RIRVT PV APE ATPA TZ
F040 RIPR (E) 0GP T4 haNT=

Y A7 A a0t PAAI8E ACT&L TS
+ L0 a0F PHand-at ACtHLhT Qe
ACTENE? &0 A780m TLCT LPmé-A:

o/

its operation.The time limit will be specified in a
directive.

4/Notwithstanding sub-article (1) of this Article, the
revocation of license or suspension of a certificate
shall not affect the wvalidity of any certificate
issued by the certificate provider prior to such

revocation or suspension of a license.

5/Where the Root Certificate Authority revokes a
license or suspends certification work of a
certificate provider in accordance with Article 14
and 15 of this Proclamation, it shall determine by
directive the procedures regarding the transfer of

certificates and related records.

18.Termination of Certificate Service

1/Any certificate provider who wishes to terminate his
certification service shall provide not less than 60
(sixty) consecutive working days notice for Root

Certificate Authority and its subscribers.

2/A certificate provider who wishes to terminate its
certification service in accordance with sub-article
(1) of this Article shall transfer its subscriber
certificates and related records to another certificate
provider; where it is impossible to transfer its
subscriber’s certificate and related records to other
certificate provider, the certificate provider shall
immediately notify the same in writing to Root
Certificate Authority.

3/Where the Root Certificate Authority receives a
report in accordance with sub-article (2) of this
Article, it shall apply the provisions of sub-article
(5) of Article 17 of this Proclamation.

4/The certificate provider who accepts subscribers
certificates and related records in accordance with
this Article shall be deemed to have issued the

certificates.
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&/ ACT&LT Aen 7T RIANCTT “169° o-mT 5/The termination of the certification service shall
PGl T ACTEAD T AANANT 4. S) have an effect from the date the Root Certificate
N-000T €73 0L9° (MY A7PA 700 AFPR Authority receives the license or on the laps of the
(8) 0Lt ACT&MT Ao 1720ma- A UG date indicated in the written notice the certificate
NS b e 48 eavph-ta- 7 oGP (1A provider submitted in accordance with sub-article
CUS A (1) of this Article.
TH.00m4 4.9 19. Lost License
5/ ACTLLT Ao &P8 emé0T WPy 1/Where a certificate provider has lost its license, it
shall immediately notify the same to the Root
Py ATSoP oL Cat AT ACTLOT
Certificate Authority in writing.
AAONANT LUTH NRV-E “MA0P LTCNTAx
€/ acréht dsne 9°Tn 4P AT4.0me- 2/The certificate provider shall submit an application
ANAL N1 ALLN TavAhFaod AT for a replacement license accompanied by all
ACT4&LL T QANANE  "IPLN AT AN documents as may be required by the Root
Pravah-ta NP avdA9° LTCNI A Certificate Authority together with the prescribed
fee.
f Lo C ACT&DT Ao-dS A0AmT 20. Recognition of Foreign Certificate Provider

8/ O PIC AN Qa0 AYA 4.9 oL
AP CTAme ACT4LOLT Aeh, (1LY APE AT
MAPE a0l (om-T LI0FG avavl e 9
PravalrlT? aPO4.CHTG Pao - a0
ANN2A €40 N4 ACT&DT QANANT Ao-PT
AOma- &AM

€/ QY ATPR aoowl-l ao-Ps CHOamao- Pa-ofr
U1C ACT&LT Qs P7L0ma+ ACT&OT QNY
APE aow/l- h"Lama ACT4hT 2C AhlA
Ph? o-mF LTLPA

RB. 24T ANTIL LD

8/ PACT&ANT A 2T AanFAL AOE-CS LU T
W4T ACT&h T QadADr 01" TIE0-9° L
A% ALLD LTAA:

€/ ¢ ACT&RT AANANT PHY ATPR F00
ATPR (B) LI FNEP AT1LL
POLLOTA avavy, ¢ a0t A4
A0S 07V ACTLNT A 2T LAm-P A=

1/ A foreign certificate provider who has a license or
recognition from appropriate body may be
recognized by Root Certificate Authority so far as
it satisfies recommended reliance limit and

requirements provided under this Proclamation and

regulations and directives issued in accordance

with this Proclamation.

2/ A certificate issued by a recognized foreign
certificate provider in accordance with this sub-
article (1) of this Article shall have the same legal
effect as the certificates issued by this
Proclamation.

21.Auditing

1/ The overall operation and safety measures of
certificate provider may be audited by the Root
Certificate Authority at any time.

2/ To implement sub-article (1) of this Article, the
Root Certificate Authority shall issue a directive
and notify the same to certificate providers subject

to audit.
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AhaT Pl T RIANT  ATHL0m
A0-PT ANT LTAAE
£/ 4 ACTéLhT QA0AM QY A74A 7040
ATPR (8) ARG (B) @00l el “ukoe
AT ageamd aoATt PTLINFo-
HCNC aPNE.CHTG O FRCET PHITMN:

o/ QY R7IPR 700 AIPR (B) AT (8) avOdT
PILLCAN UL T ANANCT TINEE
A9°7 T PTLOANT AT OE "INEE Tz

A9.0070me A1A0T

8/ M09 ACTLLT A, T ACTEAWT
AANANT (7. eoMa  aQe.CT av(doT
PIAME ANANT ANT LA

g/ MITo9r ACTLOLT A, 04T ACT&0T

PART FOUR
CERTIFICATE PROVIDERS AND
CERTIFICATION SERVICE

SUB-SECTION ONE
CERTIFICATE PROVIDERS

22. Functions of Certificate provider

Unless otherwise provided any other under law or in
the license, a certificate provider shall issue digital
certificate, provide encryption service, and time stamp

service.

23. Time Stamp Service

1/ Certificate provider may provide a time stamp
service declaration that confirms the correct date
and time of an act to a specific electronic
message, digital signature or authenticity of a

certificate.

2/ Without prejudice sub-article (1) of this Article,
Root Certificate Authority may recognize other
bodies that satisfy the necessary requirements to

provide time stamp service.

3/ Root Certificate Authority shall prepare a detail
requirement and standards needed to be satisfied
in order to provide time stamp service in
accordance with sub- article (1) and (2) of this

Atrticle.

4/ Time stamp service evidence produced in

accordance with sub-article (1) and (2) of this
Article shall be taken as trusted and adequate
evidence.

24. Encryption Service

1/ Any certificate provider may provide encryption
service in accordance with the requirements set

by the Root Certificate Authority.

2/ No certificate provider shall utilize or
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ek

8/ NG9 ACTLOWT Ao, AMIANNCAET
2010+ 110 A RVT1To P1Talds

ATy 2CHRTS PG Pavmd g
34401 AT
g/ Mo  ACTLhT A, h?Lama-

AIANCT 2C 20N N0ET-RCT MWCL:-
PC  PCHT  0LI O»1-2CHT AL
NI 09 AT ©LI° TANE (. LLCV AT
ACTLh T WA2ANT (PP AP
LYCNI A=

i/ Y AFPAR 00 ATPAR (B) AL LUIrE

manufacture crypto products that are not

recognized by the Root Certificate Authority.

25. Key Management

1/Key pairs used to create and verify digital
signature shall not be used to encrypt and decrypt

electronic messages.

2/ No certificate provider shall retain or hold copy of

private key used to sign digital signature.

3/ Without prejudice sub-article (2) of this Article,
any certificate provider shall retain the copy of
subscribers’ encryption key or shall have key

recovery system.

4/ An encryption key retained in accordance with

sub-article (3) of this Article may be disclosed only
if requested by:

a) subscriber or authorized agent; or

b) appropriate authorities with judicial warrant

obtained pursuant to relevant legal procedures.

26. Use of Trustworthy System

1/Any certificate  provider shall have the
responsibility to use secured and trustworthy
systems and products at all times when it provides

its service.

2/ Any certificate provider shall notify the Root
Certificate Authority prior to any changes or
modifications to software and hardware products

or procedures related to its services.

3/ The details on secured and trustworthy systems
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Oeh,

and products stated on sub-article (1) of this
Article shall be prescribed on regulation and
directives to be issued in accordance with this
Proclamation.

27. Reliable Financial Capacity

Any certificate provider shall have sufficient
financial capacity in order to conduct its function and
to cover any liabilities; and details shall be prescribed
in

on regulation and directives to be issued

accordance with this Proclamation.

28. Publication

1/Any certificate provider shall have the obligation
to:
a)

publish or make public its own certificate,

certificate  policy, certificate  practice
statement, terms and conditions and any other
information related to the service it provides
or any modifications made thereof;

b) notify persons who will or might suffer

damage due to the revoked or suspended

certificate in accordance with the procedures

provided in the certificate practice statement;

and

¢) notify in accordance with the procedures
provided in the certificate practice statement
to persons who will or might suffer damage
regarding incident that expose the certificate
to danger or compromise the integrity of the

system.

2/Any certificate provider shall establish easily

accessible repository system for disclosing

information stated in this Proclamation to the

public.
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B/ PHY  RA7PR 100 ATPR (B) AT (8) 3/Without prejudice to sub-article (1) and (2) of this
39T ALt Vo T QG0 T Article, Root Certificate Authority may recognize
WANANT  LVT APES APET  Fhtao- other bodies that satisfy requirements set forth
P om- LG avavl e Ap, e-lavahlk: under a regulation and directives issued in
ANLAY aNLCAT A9 LT AhaT accordance with this Proclamation to provide
PN AS RIANT A70m AodS AT repository service.
LTans

Z8.0000010 A2 LS S TOS 29. Custody of Information and Data Protection
B/ @9 ACTARAT  Gar,  PACTLRT 1/ Any certificate provider shall keep custody of any

aOm- 77 TPILTTT avALNT R IPC WTLOamae-
RIANCT I2C IS TISTo9° avlB o
a I eav eH AG A€ %a0 T mAN$ TIBCT
LTCNI A=

€/ eh? 20X WATL11 MOHPC 175 o-9°
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nava N7 Pt QTINGTG PavlE P

TRNAT TS A200% T D711 IC PR LA
NPT ANE avNI(, AG  ALD22  hhat
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20-0 h&A v-at
NAACTAL T AP0 T
@ik ACt&hT AT1TT T AATLPCA T ARF

8/ 109 G- QLY APEG APE7 -Fhlae-
N%om L7305 avav e 9f  etavp-k-1}
a0 4.CATG ACTéhT
PILLALT N @ HCHC aPOCATS VeI 2T
M1724-F ACH&hTt Ar%.0me- A LA
LT ans

¢/ Act&h T Aama (Y AFPR 100 ATPR
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Oeh @+

information related to certificate issuance,

suspension, revocation or related services for 2

years.

2/Unless otherwise clearly expressed, each certificate

provider shall keep personal information

confidential.

30. Delegation of Functions

Any Certificate Authority may delegate its functions

in relation to registration of subscribers;

identification of prospect subscriber’s identity and
ensuring the authenticity and appropriateness of
information to  document registration and
authentication bodies.

SUB -SECTION TWO

CERTIFICATION SERVICE

31. Application for Certificate

1/Any person may apply to acquire certificate upon

satisfying requirements provided under this
Proclamation and regulation and directives issued
in accordance with this Proclamation and detailed

terms and conditions set by the certificate provider.

2/Certificate provider shall provide certificate after

examining and ensuring that the required

conditions provided under sub-article (1) of this
Article are satisfied and appropriate service fees

approved by the Root Certificate Authority are
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2C 10

paid for its service.

32. Pre-requisites to Provide Certificate

1/ Certificate provider may issue certificate for
applicants in accordance with sub-article (2) of
Article 31 of this Proclamation only when it

verifies the following preconditions are met:

a) the applicant is the person to be named in the
certificate;

b) if the applicant is acting as an agent that he is
duly authorized to have the custody of the
subscriber’s private key and to request

issuance of a certificate;

¢) the information to be contained in the
certificate is accurate and adequate;

d) d) the applicant owned private key which
corresponds with public key to be listed in
the certificate; and

e) the corresponding public key to be listed in

the certificate is capable to verify the digital
signature created by the applicant private

key.

2/ The preconditions of sub-article (1) of this Article
shall not be waived or renounced by the
certificate provider, the subscriber, or by the

agreement of both.

33. Contents of Certificate

1/ Any certificate shall at least contain the following

information:
a) name and address of subscriber;

b) personal information or other specific
attributes of the subscriber;
¢) public key which corresponds to the private

key of the subscriber;

d) the digital signature of the certificate provider;

e) the certificate identification code,
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f) the type of algorism used;
) the validity period of the certificate;

h) the name and address of the certificate provider
and other information that verify the certificate
provider;

i) recommended reliance limits of the certificate;

and

j) the type of transactions the certificate can be

used.
2/ Without prejudice to sub-article (1) of this Article,
the Root Certificate Authority may determine in
directive additional information to be included in

the certificate.

34.Request _for Revocation _or _Suspension _of

Certificate
1/ Any subscriber or his duly authorized agent may
request the certificate provider for the revocation

or suspension of a certificate at any times.

2/Certificate provider shall suspend or revoke the
certificate within 48 hours after it verifies the
person that requested in accordance with sub-
article (1) of this Article is the subscriber named

in the certificate or a person duly authorized.

35.Suspension and Revocation of Certificate without

Subscriber Consent

1/ Certificate provider may revoke a certificate

without requesting subscriber’s consent where:

a)a material fact represented in the certificate is
false;

b)the certificate was issued without complying
with the prerequisites of certificate practice

statement;

c) the private key of certificate provider or
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the trustworthiness of the system is
compromised in a manner affecting the
certificate's reliability;

d) it is proved through certificate or other

document the death or dissolution of the

subscriber;

e) the subscriber fails to perform obligations
laid down by law or contract; or

f) the subscriber lacks capability for any

other reasons.

2/ The certificate provider may suspend for not more
than six months the subscriber’s certificate in order
to investigate the presence of any of the grounds

provided under sub article (1) of this Article.

3/ Where the certificate provider fails to take
measures on the grounds provided under sub-
article (1) of this Article and that the situation
exposes for damage relying parties, the Root
Certificate Authority may order the -certificate

provider to suspend or revoke the certificate.

36.Notification of Suspended or Revoked Certificate

1/ Where a certificate provider suspends or revokes

the certificate in accordance with this

Proclamation, it shall immediately notify the
subscriber and describe its reason as prescribed in

the certificate practice statement.

2/ Where the certificate of a subscriber is suspended

in accordance with this Proclamation, the

certificate provider shall clearly specify the

duration of the suspension.

37. Publication of Certificate

1/ Any certificate provider shall make public a copy
of a certificate it issued, suspended or revoked in

the repository specified in the certificate.
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2/ The certificate provider may not make public a
certificate not accepted by the subscriber or where
it has already made public the certificate that the
subscriber does not accept in accordance with
Article 46 of this Proclamation, it shall remove its
publicity forthwith.

38. Effect of Suspension and Revocation of Certificate

1/ No subscriber shall use a suspended or revoked

certificate.

2/ The suspension of a certificate does not exempt
subscriber from its obligation provided under

Article 47 of this Proclamation.

3/ If a revoked certificate is made public in

accordance with Article 37 (1) of this
Proclamation or if 48 hours is lapsed after the
subscriber requests for revocation of a
certificate, the subscriber shall be exempted
from the obligations stipulated under Article

46(2) and Article 47 of this Proclamation.

39. Withdrawal of Suspension

A certificate provider shall withdraw the suspension

of a certificate under the following grounds if:

1/ the subscriber or his agent requests for the

withdrawal of the suspension

2/ it is proved that the person who requested the
suspension was not duly authorized;
3/ it is proved that the ground for the suspension of

certificate is solved.

SUB-SECTION THREE

LIABILITY AND OBLIGATION OF
CERTIFICATE PROVIDER

40. Provision of Warranty

1/ A certificate provider shall provide

warranty to its subscriber and relying

parties on the following matters:
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A)ACTERET AgeamT av-d AT PAo c) the certificate provider is duly
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A7 TN U 7T o ACTLLT G, Article, the certificate provider shall give a
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17 haaorE ONCA&h: AL A9-ATav (- certificate is valid and accepted by the
s )en, LAMA subscriber.
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1/ Prior to entering an agreement the certificate

provider shall notify its subscribers, in a
standardized and explicit manner, the terms and

conditions regarding certificate service.

2/ Any certificate provider shall prepare rate of fee it
charges for the service it provides and get approval
of the Root Certificate Authority and notify to

subscribers in advance.

42. Stipulation of Reliance Limit

1/Any certificate provider shall specify a
recommended reliance limit in the certificate it
issued.

2/A certificate provider, as appropriate, may specify

different reliance limit in different certificates.
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43.Liability of Certificate Providers

1/Without prejudice to other liabilities provided by
contract or by law, any certificate provider who
fails to meet its obligations wunder this
Proclamation shall be liable for the damage
sustained by subscribers, relying parties or any

other person.

2/Notwithstanding sub-article (1) of this Article, a
certificate provider shall not be liable for any loss
to reliance the

materialized due beyond

recommended reliance limit.

SUB-SECTION FOUR
OBLIGATIONS OF SUBSCRIBERS AND
RELYING PARTIES
44. General Provision

Without prejudice to obligations provided by law or
in contractual agreement, a subscriber or relying
party shall be liable for failure to carry out any of the
obligations stipulated under Article 45 to 49 of this

Proclamation.

45. Obligation to Provide Accurate Information

Any applicant shall provide accurate and adequate

information at the time of application.

46. Acceptance of Certificate

1/ Any subscriber shall be deemed to have accepted a
certificate where he:

a) discloses or allows publicity of certificate;

b) demonstrates approval of the certificate while

knowing or having notice of its contents.

2/0n accepting a certificate in accordance with sub-

article (1) of this Article, a subscriber verifies to
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48. Obligation to Request Suspension or Revocation of

Certificate

Without prejudice to sub-article (1) of Article 34 of

this Proclamation, any subscriber shall have

obligation to request a suspension or revocation of a
certificate forthwith when it knows or have
adequate suspicion that the security of the private

key is compromised.

49.0bligations of Relying Parties

Any relying party has the obligation to:

1/ follow explicit certificate verification procedures;

2/ rely only on a recommended reliance limit and

transaction type expressly stated in the certificate;

3/ follow procedures to verify the authenticity,

ensure whether the certificate is suspended,

revoked or otherwise, or similar recent status of
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1/ Any subscriber or relying party may submit his
complaint to the Root Certificate Authority in
writing, within 30 working days after the

provision of the service, for any administrative

grievance regarding certificate works and

services. Particulars shall be determined on a

directive issued by the Root Certificate Authority.

2/ After receiving the complaint in accordance with
sub-article (2) of this Article, the Root Certificate
Authority shall give appropriate decision on the

matter within 30 working days.

3/ Anybody who is not satisfied with the decisions
of the Root Certificate Authority may appeal to

the Federal High Court.
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52. Offences and Penalties

1/ Any person who operates as a certificate provider
without having a valid license issued by Root
Certificate Authority shall be punishable with a
fine from Birr 100,000 to Birr 200,000 (one
hundred thousand Birr to two hundred thousand)
Birr.

2/ Any person who operates as a certificate provider

shall be

punishable with a fine from Birr 100,000 to Birr

with a revoked or expired license

200,000( one hundred thousand Birr to two
hundred thousand) Birr.

3/ Any certificate provider who provides prohibited
certification work during suspension period of the
license shall be punishable with a fine from Birr
50,000 to Birr 150,000 (fifty thousand to one

hundred fifty thousand) Birr

4/ Any certificate provider who utilizes or

manufactures crypto products that are not
recognized by the Root Certificate Authority shall
be punishable with a fine from Birr 50,000 to Birr
150,000(fifty thousand to one hundred fifty
thousand) Birr.
5/ Any person who uses digital signature creation
and verification key pairs to encrypt and decrypt
electronic messages or any certificate provider
who retains or holds copy of private key used to
sign digital signature shall be punishable with a
fine from Birr 40,000 to Birr 100,000(fourty
thousand to one hundred thousand) Birr.
6/ Any certificate provider who fails to keep custody
of the information related to certificate issuance,
suspension, revocation or related services for two
years shall be punishable with a fine from Birr
50,000 to Birr 150,000 (fifty thousand birr to

one hundred and fifty thousand ) Birr.
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7/ A subscriber who uses suspended or revoked
certificate shall be punishable with a fine from
Birr 20,000 to Birr 50,000(twenty thousand Birr
to fify thousand) Birr.

8/ A subscriber who provides inaccurate information

in its application to obtain certificate shall be

punishable with a fine from Birr 20,000 to Birr

50,000 (twenty thousand to fify thousand) Birr.

53. Inapplicable laws

Any Proclamation, regulations, directive or working
practice which is inconsistent with the provisions of
this Proclamation shall be inapplicable with regard to

matters covered under this Proclamation.

54, Effective Date
This Proclamation shall enter into force as of the date

of publication.

Done at Addis Ababa, this 16 ™ day of February ,2018

MULATU TESHOME (DR.)

PRESIDENT OF THE FEDERAL DEMOCRATIC
REPUBLIC OF ETHIOPIA
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